UBND TINH LAI CHAU CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Pic 1ap - Tu do - Hanh phic
S6: 1008 /STTTT-BCVICNTT Lai Chéau, ngay 09 thang 7 nam 2020
V/v 16 hong trén thiét bi can bang tai
F5BIG IP

Kinh gui: - Cac So, ban, nganh tinh; ’
- UBND céc huyén, thanh pho.

Can ctr Cong vin sb6 564/CATTT ngay 07/7/2020 cta Cuc an toan thong tin
vé viéc nguy co tdn céng vao hé théng thdng tin cua cac co quan, to chuc su
dung thiét bi F5 BIG-IP.

Qua c6ng tac theo ddi thong tin trén khong gian mang da phat hién nhiéu
hé thong thong tin s dung thiét bi can bang tai F5 BIG IP c¢6 16 hong CVE-
2020-5902. Nhitng 16 hong nay anh huong cac phién ban cua BIG-IP tir 11.x
dén 15.x cho phep d6i tuwong tan cong cheén va thuc thi ma tur xa, chiém quyén
kiém soat hé thong. Pay 1a 16 hong bao mat dic biét nghiém trong (CVSS =
10.0), dugc phat hién trong giao dién nguoi dung quan ly luu luong truy cép cua
thiét bi BIG-IP. Khai thac thanh cong 16 hong nay, d6i tuong tdn cong cé thé thu
thap thong tin, c6 kha nang tao hoac xda tép, vo hiéu hoa cac dich vu, chay cac
1énh hé théng v6i ma Java tiy ¥, chiém quyén kiém soat hé thong muc tiéu.

Nham dam bdo an toan thong tin cho hé thong thong tin cuia quy don vi,
kinh dé nghi Quy co quan, don vi thyc hién mot s6 ndi dung sau:

1. Kiém tra, ra soét tai co quan, don vi ¢ st dung thiét bi can bang tai F5
BIG IP bi 4nh hudng béi 16 hong trén hay khong (Danh sich cdc phién ban cin
bang tai F5 BIG IP bi anh hwéng kém theo).

2. Cap nhat ban va va phién ban méi phan mém cai dit trén can bang tai.

3. Thuong xuyén theo doi, giam sat thiét bi c4n bang tai va cac thiét bi
mang khac dé phat hién kip thoi cac nguy co tan cong mang.

Trén day la noi dung khuyén cdo ciia S6 Théng tin va Truyén théng vé 16
hong trén thiét bi can bang tai F5 BIG IP. Dé nghi Lanh dao co quan, don vi
quan tdm chi dao, thuc hién./.
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Tran Van Sau



Phu luc Danh sach cac san pham bi dnh hwéng
(Kem theo Cong van so

/STTTT-BCVTCNTT ngay

/  12020)

Phién ban bi anh

Phién ban cap

San pham hwéng nhat ban va
BIG-IP (LTM, 15.x 15.1.0 15.1.0.4
AAM, AFM, 15.0.0
Analytics, APM, 14.x 141.0-14.1.2 14.1.2.6
ASM, DNS, FPS, 13.X 13.1.0-13.1.3 13.1.3.4
GTM, Link 12.X 12.1.0-12.1.5 12.1.5.2
Controller, PEM) 11.X 11.6.1-11.6.5 11.6.5.2
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